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INTRODUCTION
De Facto project is a result of collaborative work of 7 partners: National Training Center
(BG), New Service (IT), Euroface Consulting (CZ), The Learning Machine (UK), Akademia
Humanistyczno-Ekonomiczna w Lodzi (PL), Arteveldehogeschool (BE) and Ljudska
univerza Velenje (SI). We created a set of didactic materials, tools and guidelines for
educators. Our aim is to equip educators with competencies that will enable them to
identify incorrect (intentionally or unintentionally) information which is easily
available on social networks and many popular internet sites.
With new knowledge and approach educators will be able to help students to become
competent, critical and literate in all media forms. Nowadays, learners and students
often find themselves in a lack of time, so they use various internet resources in their
learning, which can be quite unreliable. The problem we attempt to solve is how to
shield our education and training systems from factually inaccurate information. We
acknowledge there is a double vulnerability issue - on one side there are learners, who
use such information inadvertently in their learning projects, on the other - the teachers
and trainers, who use it to design and prepare their lessons, and to assess learners'
submissions. Inability to discern between true and false information sources, facts and
events has a strong impact on the society.
In this guidebook we are trying to provide educators with a set of didactic materials and
tools which they can use to improve critical thinking and reduce harmful effects of
exposure to misinformation and disinformation.

The Guidebook is available in English, Bulgarian, Slovenian, Dutch, Czech, Italian, and
Polish. Get your digital copy, or direct your colleagues at https://defacto.space/.
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1. METHODOLOGY
1.1 APPROACH
We are putting together our sectoral experience and selected Cognitive Science
research in an attempt to design practical solutions which would equip teachers,
trainers and their learners with better understanding of the cognitive processes, their
triggers, biases and limitations.
According to Encyclopedia Britannica cognitive science is the interdisciplinary scientific
investigation of the mind and intelligence. It encompasses the ideas and methods of
psychology, linguistics, philosophy, computer science, artificial intelligence (AI),
neuroscience, and anthropology. The term cognition, as used by cognitive scientists,
refers to many kinds of thinking, including those involved in perception, problem
solving, learning, decision making, language use, and emotional experience.
People who are being deceived by false information, don`t know what mechanisms are
in play behind successful deception. Understanding the reasons for why and how false
information is created and how it influences its intended target is important to
proactively detect it and block its impact.
Categorisation of false information based on general intent:
● Misinformation is information that is false, but not intended to cause harm. For
example, individuals who don’t know a piece of information is false may spread
it on social media in an attempt to be helpful. By definition, misinformation is
spread without the intent to deceive.
● Disinformation is false information that is deliberately created or disseminated
with the express purpose to cause harm. Producers of disinformation typically
have political, financial, psychological, or social motivations. Disinformation is
spread with the intent to deceive.
Raising mis- and disinformation awareness in education is our goal.
Our approach includes concepts and findings from 4 key pillar areas of science: Frames
and Framing, Motivated Cognition, Systemic Causality, Equivalency and Emphasis
Frames.
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1.2 DE FACTO PILLARS
FRAMES AND FRAMING
Frames are a well known concept in social sciences. Our minds perceive and evaluate
objects, actions and facts every second and correspond with our frames, because they
tend to make a judgement. Frames are invoked each time a communication process or a
perceptive process refers to the frame. Frames are mental shortcuts to speed up our
reasoning, our mind tends to be effective, therefore it uses “neuron highways”, in the
way that provokes less resistance of chemical reaction on the neuron path. Frames and
framing influence our reasoning. Our systems of beliefs - personal, cultural, political,
ethical, religious - are consisting of sustained frames.
George Lakoff (2010, 71), an American cognitive linguist and philosopher, is describing
a hospital frame, which includes: doctor, nurse, patient, visitor, receptionist, operating
room, recovery room, scalpel, etc. Among the relations are specifications of what
happens in a hospital, e.g., doctors operate on patients in operating rooms with scalpels.
These structures are physically realized in neural circuits in the brain. All of our
knowledge makes use of frames, and every word is defined through the frames it
neurally activates. All thinking and talking involves “framing.” And since frames come in
systems, a single word typically activates not only its defining frame, but also much of
the system its defining frame is in.
For better understanding of frames and framing look and examine examples
below:
1. Many people have come to think of Trump as someone who frequently tells lies
and disinformation. Once such a frame is constructed, the brain is quick to fit any
new statement coming from him within the deceptive model of the frame. This is
an extreme case of abrupt cessation of conscious cognition - a very strong frame
leaves no time/place for digging deeper into the content. (Recognise the possible
polarised views on Trump - use this as yet another confirmation of the resilience
of frames.)
2. Think about which frames activate climate change and which global warming.
Compare them.
3. Each year there are more and more electric passenger cars being sold. On the
internet we find a lot of pros and cons of electric cars. Think what frames form
arguments for and against the e-cars considered to be the solution of world´s air
pollution.
4. Discuss how systems of beliefs might constitute an identity frame based on the
example of the Orthodox Jews who feel themselves threatened by vaccines. Ask
Access all De Facto tools and resources, including a digital version of this Guidebook, for free at https://defacto.space
Page 6 of 26

the learners to make an attempt at self-assessment as to the degree to which
various systems of beliefs shape their self-awareness frame.

SYSTEMIC CAUSALITY
Systemic causality is when an event occurs which is a result of complex cause-and-effect
relationships. It is opposed to direct causality which explains events in the simpler
terms of immediate cause-effect relationships, is easy to understand and appears to be
represented in the grammars of all languages around the world (Lakoff, 2016). Systemic
causality is more complex and needs to be learned. We cannot observe it via direct
sensory perception through eyesight/hearing/taste/smell/touch. For instance, global
warming is the pattern of all systemic causality issues and it cannot be comprehend
without a grasp of systemic causality. Global warming is a complex phenomenon, a
network of interdependencies between its causes. Its consequences unfold through
many interacting pathways.
Systemic causality is an unit to which multiple factors contribute a little direct causal
action, that in itself, has no noticeable effect; but a little causes in a system add up to a
huge cause.
Using direct causality in interpreting events can lead to misinterpretation, invalid
arguments and false conclusions. Most disinformation is not binary (black - white, yes no) and when we realize that many problems arise from the system they are in, we can
look at it via systemic causality.
For better understanding of systemic causality look and examine examples below:
1. Explain how there is no simple explanation of the different profiles of eating
preferences and how a multitude of factors exert influence over these
preferences. As an example, to single out a factor and try to build a negative
image of an "opposing" eating style may seem like a powerful tool, but in fact it
only reveals weakness about one's ability to construct an argument.
2. Reflect and debate whether the global conversation on organic and GMO-based
food exhibits the properties of an issue which falls within the systemic causality
pattern.
3. Discuss the complex nature of vaccines and the highly-specialised knowledge
which is needed to understand how drugs and vaccines work. Ask the learners
for their opinion: What is the value of the advice/opinion given by non-experts?
Can an ordinary person understand the pharmacological properties of a vaccine?
Explain what "anecdotal evidence" means. Explain what "scientifically-proven"
means.
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4. The real causes of a disaster are not always immediately visible and clear, but
people are prone to believe directly perceptible observations. Explore what
might be the chain of events that led to the Notre Dame fire.
5. Constructing Ishikawa diagrams in groups of 4-6 learners – what are the causes
of radiation and its effect on human health and life. What are the good and bad
sides of radiation for humans? Systemic causality – learning about complexity of
radiation.

MOTIVATED COGNITION
Studies show that motivation affects cognition in various domains including
self-perception, person perception, and intergroup relations. Individuals often see
themselves and close others as possessing unrealistically high levels of positive
attributes such as likeability, morality and attractiveness. This bias persists among
many individuals, for instance over 90 % of college professors believe their work is
better than that of their peers and doctors over confidently estimate their medical
knowledge (Dunning, 2004). These cases show that the goals and needs of individuals
shape their thinking towards desired conclusions. It is clear that motivation can guide
cognition.
Motivation not only shapes what people think, but also how they think. Classic social
psychological researches state that motivated cognition is pervasive - motives affect a
wide range of judgements and perception (Hughes, Zaki, 2016). If cognition is motivated
or biased in any way, it will track the current need of an individual to fulfil a relevant
goal, because goals and needs shape individuals` thinking.

For better understanding of systemic causality look and examine examples below:
1. Think about and discuss the role of celebrities in shaping attitudes. Encourage
learners to think of, and share examples (not necessarily related to vaccines)
where prominent religious figures have taken a public stance and attempt to
weigh in on an issue (e.g. picture of the Pope giving polio vaccine to a child or E.
Presley gets polio on TV; Bill Gates invests in vaccines research vs a pic of B.
Gates who threatens African children with vaccines).
2. Discuss
the
factors
which
make
conspiracy
theories
(vaccines/chemtrails/disasters/food production?) attract a steady number of
supporters even when there is no evidence for their claims or when there is
overwhelming evidence against it. Why do people cling to these theories? How
do they pass this interest to others and "recruit" new followers of a particular
theory?
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3. How, why and by whom the information about a disaster is reported, has an
effect on the perception of the public. Search for examples about a disaster the
group remembers.
4. Compare different ads/memes, discussing which and why is the most
believable/credible, explanation why we trust some ads more than others.

EQUIVALENCY AND EMPHASIS FRAMES
When people are making decisions based on statements, arguments, acts, outcomes,
they can be liable to frames. So called decision problems can be framed in more than
one way. Equivalency frames refer to statements which are logically equivalent, but
phrased differently. Thus, the phrasing causes individuals to change their preferences.
Emphasis frames can make people make different judgements depending on which
aspect of a statement was intentionally emphasised by the researchers.
Kahneman and Twersky (1981) state that the frame that a decision-maker adopts is
controlled partly by the formulation of the problem and partly by the norms, habits and
personal characteristics of the decision-maker. This means that preferences can be
altered, and decision-makers can be led into a solution which may be considered more
desirable by the person manipulating the frame. Kahneman and Twersky also studied
the impact of different phrasing of the statement of identical semantics and illustrated
how decision problems can be framed in multiple ways that give rise to different
preferences.
The experiment carried by Kahneman and Tversky consisted of two groups of people.
Both groups were presented with the following situation:
Imagine that the U.S. is preparing for the outbreak of an unusual Asian disease, which is
expected to kill 600 people. Two alternative programs to combat the disease have been
proposed. Assume the exact scientific estimate of the consequences of the programs are as
follows:
● The first group was given a choice between two programs, A and B.
Based on their choice, this means that in a group of 600 people:
– Program A: “200 people will be saved”
– Program B: “there is a 1/3 probability that 600 people will be saved, and a 2/3
probability that no people will be saved”
Participants preferred program A (72%) to program B (28%).
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● The second group was given a choice between two programs, C and D.
Based on their choice, this means that in a group of 600 people:
– Program C: “400 people will die”
– Program D: “there is a 1/3 probability that nobody will die, and a 2/3 probability that
600 people will die”
Participants preferred program D (78%) to program C (22%).
Note that:
● Programs A and B are logically and mathematically identical. Programs C and D
are also logically and mathematically identical. Hence the choice is only illusory.
● Programs A and C are similarly framed as secure outcomes (saved vs. dead), and
that programs B and D are also similarly framed as ambiguous/insecure outcome
(probability).
Clearly, there is a preference reversal when the decision is presented in terms of saving
lives (group 1) as opposed to when the decision is presented in terms of expected
deaths (group 2).

Note: This section is work in progress and new examples regarding the four pillars are
being continuously added to the English version of the Guidebook. For its latest version
visit De Facto website at h
 ttps://defacto.space/zone-1-framework/

Access all De Facto tools and resources, including a digital version of this Guidebook, for free at https://defacto.space
Page 10 of 26

2. COGNITIVE SCIENCE-BASED FRAMEWORK
All resources and tools produced by De Facto have their roots in one or more De Facto´s
pillars. With knowledge, gained by these 4 key concepts, we can understand how misand disinformation work.
In order to effectively tackle and capture the complexity of the problem of mis- and
disinformation, we classified 11 content types of disinformation.
2.1 TYPES OF DISINFORMATION
All the information which is - intentionally or not - created to mislead and possibly
harm, can be covered by the following 11 types of disinformation. This classification is
the foundation for the De Facto comprehensive model and is focused specifically into an
extension to accommodate education and training contexts:
11 TYPES OF DISINFORMATION
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The table is also available on the website: https://defacto.space/io1-a/.
If you want to browse and discover our collection of examples of different types of misand disinformation go to https://defacto.space/io1-g/.

2.2 MAJOR DISINFORMATION CATEGORIES AND CONTENT TYPES
The De Facto project is focusing mostly on deliberately created and spread false
information. For the purposes of our education-centric study, we have classified
disinformation in 3 categories:
● False-context content (GREEN circle Ο)
● Manipulated content (ORANGE circle Ο)
● Fabricated content (RED circle Ο)
Unlike the original disinformation matrix (Wardle, 2017) where some of these are
mixed with other types, we think that these 3 categories are actually the first level of
classification, with the content types (IO1-A. 11 Types of Disinformation) hierarchically
arranged under them. It is imperative to underline that we have extended the original
nomenclature of content-type items.
False-context content will have some truth in it, but placed in wrong context
(overall corresponding to misinformation).
Manipulated and Fabricated content types will be partly and entirely separated
from truth, with increasing distance from it.
Some content types may well fall within one or more categories, hence the overlaps
pictured in the Venn-diagram below.
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2.3 INFORMATION MEDIUMS OR INFORMATION CARRIERS
We created a list of information carriers, or media types, likely to be found in education
and training context. As we are focusing on a pragmatic approach to disinformation, it
would be helpful to understand what are the most likely carriers/vehicles/media where
disinformation can exist and live. The long list of carriers which have been grouped by
their dominant property.

A. Traditional print & airwaves (traditional only, excludes digital
versions of the content)
1.
2.
3.
4.

Newspapers and magazines
Posters and leaflets
Radiostations
Books, handbooks (print)

B1. Digital: D-social media
1.
2.
3.
4.

Social media general feeds (posts, tweets, publications)
Social media open discussion groups
Social media closed discussion groups
Video clips on social video-sharing platforms

B2. Digital: D-Other
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.

General news/magazines outlets
Peer-reviewed magazines
Science/research publications
Science/research publications repositories (paywalled)
Public institutions’ websites (articles, video, data)
Supra-national organisations (e.g. UN, EU, OECD…)
Government and government agencies’ websites
Private organisations’ websites (articles, video, data)
Personal websites (blogs, vlogs)
Encyclopedias and knowledge repositories (encyclopaedias, dictionaries, Wikipedia)
Professional discussion groups
Soundbites (podcasts on podcasts repositories)
Specialised educational websites (video lessons, etc.)
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B3. Digital: D-Edu (suggested category, in present graphs these items
are under B2. D-Other)
1. Learning management systems and digital learning platforms hosted by the
immediate training institution
2. Handbooks (digital)
3. School papers/written assignments sharing websites
4. Informal school papers exchange arrangements (within closed school/class groups)
5. Dedicated university research repositories (open access)

C. Oral
1.
2.
3.
4.

Rumours and gossip
Family-sourced information and intergenerational exchange
Personal/informal circles’ gossip
Professional circles’ gossip

These information carriers have been put in a matrix format. Please note that we have
been discussing and have still not decided how appropriate it would be to add another
digital category B3 (D-Edu) containing the immediate (from the learner point of view)
learning management system (LMS) or digital learning platform belonging to their
training institution. Currently these carrier types are classified under Digital: Other
(D-Other).

2.4 HARM POTENTIAL OF DISINFORMATION IN EDUCATION
When approaching the task of defining the education-related areas of concern with
regard to mis- and disinformation, our objective was to provide a clear and
comprehensive overview of the different modalities of impact. And to arrive at a point
where we will know more about which types of information have the higher impact
potential, and precisely what the nature of that harmful impact is.
It is important to note that an example may fall within more than one of these aspects!
You can find education-related layers of concern, their description and examples here.
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3. COLLECTION OF TOOLS & PRACTICAL TIPS
3.1 EGGSHELL MODEL
The Eggshell model is part of the De Facto Disinformation Framework and it came to life
when we realised that the framework is an excellent theoretical construct, but needs a
practical tool. As a comprehensive practical tool, The Eggshell is made up of two key
parts - Load and Structure. Each of these two parts has 4 elements, giving a total of 8
elements (Header, Recency, Content, Medium, Author, Text, Metrics, Source) or focus
areas. When used in combination they allow any piece of information to be evaluated
for veracity. The model is complemented by a series of questions for each element
which are indicative of the evaluation process and can be used as guides. At some point,
the process becomes internalised and needs no more guidance, the users can continue
on their own.
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Use the Eggshell model:
- in class or as an individual or group assignment when attempting to evaluate whether
an information item is true and/or belongs to the source it is being attributed to;
- when working with De Facto case studies;
- in settings where skills related to information literacy, media literacy and digital
literacy are concerned;
- to build up awareness and focus attention on the key elements and indicators of
manipulation and disinformation;
- to get learners in the habit of asking comprehensive questions and be inquisitive about
everything they see or hear;
- from the printed cognitive imprints cards set or from their digital copy on De Facto
website.
The Eggshell model is accompanied by an inventory of practical questions, which can
help establish the credibility of an information item. Question items are divided in the
two main categories of the model, and further broken down by element. You can find
the inventory of practical questions at https://defacto.space/io1-f/
3.2 CASE STUDIES
The Case Studies collection of De Facto is what we refer to The Disinformation Games.
We have developed a total of 35 individual case studies in 7 key areas - Food, Green
cars, Nuclear power plants, Artificial intelligence, Vaccination, Disaster reporting,
Chemtrails. These are custom-designed case studies with a very specific structure. Each
individual case study is centered around a major clash of opinions, a controversial topic.
Real-world resources - articles, videos, blogs, images and advertisements, etc., are then
carefully selected and listed in a balanced proportion so that each of the two sides of the
clash of opinions is served well with arguments. Teaching methods are then used to
organise, guide and supervise the work of learners, mostly in groups, so that they can
learn to navigate, process and evaluate different types of arguments and different types
of resources, and come up with an informed opinion. In the process, they learn about
cognitive science, about techniques used in manipulation, and even use dedicated tools
to practice creation of disinformation themselves or to analyse information items. The
case studies are available in 7 languages.
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Use the case studies:
- in class;

- in a mixture of class and homework;
- when you need to insert teaching methods with more focus on engagement and
interactivity, to stimulate group work;
- to build key competences for information literacy, media literacy and digital literacy;
- to introduce and demonstrate the 4 cognitive pillars and their role in misinformation,
disinformation and manipulation;
- to introduce and train critical thinking skills;
- to practice debating skills and constructing effective arguments;
- when in need to emphasize the difference between facts, opinions and beliefs, and to
instill a sense of respect for opposing opinions;
- to build general resilience to disinformation;
- to introduce a range of contentious topic that are popular and commonly found in
public space;
- as a template to build your own case study on a different topic;
- as a gateway to teach the dangers of disinformation and manipulation, and to
introduce the De facto Disinformation Framework.

You are welcome to try at least one of case studies:
Case study: All Things Food
Case study: The Boom of Green Cars
Case study: AI: Opportunity, Danger or Both?
Case study: Disaster Reporting
Case study: The Vaccination Problem
Case study: Chemtrails
Case study: The Power of the Atom
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3.3 DISINFORMATION PRODUCTION KIT
The Disinformation Production Kit is a standalone tool which is based on the
Disinformation Framework. It uses all framework-identified information types and
comes up with a set of instructions on how to approach the planning, design and
production of mis- and disinformation. The instructions cover 4 stages of the
disinformation production, and include references to suggested tools which can be used
for this purpose. While it is an ethical matter whether and to what extent it is acceptable
to provide instruction on creating disinformation, we are acknowledging that these
tools and resources are all publicly available and we, as a society, are likely to benefit
more from the understanding that learners will gain about how the manipulation
process works. We are emphasizing that this is not about encouragement or
endorsement, but an effective learning pathway.

Use the Disinformation Production Kit:
- always with caution and responsibility, highlighting the potential dangers and the
risks of trying these techniques outside of the controlled environment and closed
groups;
- to place learners in the mindset of those who create and disseminate disinformation;
- to understand the process and the decisions which impact the effectiveness of the
desired manipulation;
- to raise awareness of the possible motivations of those engaged in disinformation and
manipulation;
- to stress how easy it is to create false information and to follow through and anticipate
the dangers and potential damage;
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- alongside the De Facto case studies, as an activity that has a high learning value and
competition potential;
- when engaged in building key competences and skills in information literacy, media
literacy and digital literacy.

3.4 COGNITIVE IMPRINTS CARDS SET
The Cognitive Imprints Cards Set is a new tool which was initially developed as an
auxiliary resource for the case studies' design and creation. It proved a valuable
companion during the De Facto training for educators and was elevated in status to a
separate standalone tool. The set contains a process roadmap, 4 cards with key
elements and tools from the Disinformation Framework, and 4 cards with descriptions
and examples of the 4 cognitive pillars of De Facto: Frames and framing, Motivated
cognition, Equivalency and emphasis frames, Systemic causality (look chapter 1.2). The
cards are available in print and as a digital set, in 7 languages.
Use the cognitive imprints cards set:
- as printed cards;
- as digital copies;
- to teach about the 4 cognitive pillars and provide examples;
- to introduce all practical elements of the De Facto Disinformation Framework;
- when constructing a comprehensive structure of disinformation and related risks,
impact and dangers;
- when teaching learners how to protect themselves from disinformation and how to
recognise it;
- to show how susceptible we are in our everyday life to misinformation and
disinformation, and how cognitive processes work in the background and with
remarkable speed;
- as an auxiliary tool which helps us understand how our brains process information
and what are the elements which influence such processing;
- as a key foundation resource when working with De Facto case studies;
- as an educator, to understand how and why your students react in a given way when
presented with an information stimulus or when presenting information themselves.
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3.5 WEB APP
We refer to the web app as the Factification Game. It is a neatly programmed
browser-run application which, in a gamified format, allows anyone to test their skills in
identifying disinformation. The user can select the size of the challenge (the number of
questions they want to answer), then uses a simple interface where True or False can be
chosen. If uncertain, there is a feedback button which displays a detailed explanation of
the nature and mechanism of a possible disinformation or manipulation. At the end of
each round, the user receives their score (and there is a convenient progress bar all
along the way) and can see a breakdown of their achievement with reference to each of
the 4 cognitive pillars of De Facto. The higher the score, the better the user will have
become in identifying misinformation and disinformation.
Use the Factification Game web app:
- as a 'bait' or “icebreaker” to prepare your students for an upcoming lesson on
disinformation;
- to challenge your students to compete against each other;
- to introduce the 4 cognitive pillars and guide learners to practice with the game;
- to engage and involve students who show more interest into creating statements to
complement the in-game statements (expand the database).
Link to the game https://defacto.space/zone-2-tools/

3.6 BOARD GAME
The De Facto board game is an in-class companion for supervised work, where players
(learners) take turns in opening cards, discuss and debate the information on the card,
and, with the help of the teacher, learn about mis- and disinformation and about
manipulation. The players can take different roles to make the activity more fun, and
they move along the board trying to reach the center faster than the other teams or
collecting more points for a specified amount of time. This is a tactile version of the web
application which is designed for group use and supervised learning.
Use the De Facto board game:
- in class and always in group;
- always with a moderating teacher;
- as icebreaker when it is connected to the topic of class activities;
- to introduce the concept of disinformation and learn how to evaluate different types of
information items;
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- to pass to your students the understanding, via the 4 pillars, of how cognition works
and why we can identify some elements as flashing warning lights for disinformation
and manipulation;
- when in need to challenge your students, using the in-game examples, to identify
frequent sources of mis- and disinformation in their life.
3.7 BLUEPRINT
The De Facto Blueprint is a courtesy tool from us which we extend to colleagues educators and researchers who would seek to replicate or build upon our work. It
outlines the approach and methodology which guided us throughout the De Facto
project. In many cases, we started with one mindset about how a particular intellectual
output would play out, about the set of tasks it should contain, and during our work we
discovered that there are better ways of achieving the desired result - better, faster,
more efficient, depper, more comprehensive or inclusive. The Blueprint reflects all of
this so should a team of colleagues decide to walk in our steps, they can be already on a
more straightforward path and will be warned about some of the risks and challenges
we had to overcome.
Use the Blueprint document:
- as a guiding document allowing educators and researchers to gain more insight into
the development process;
- to allow educators and researchers to build upon De Facto while saving time and
working more efficiently and effectively;
- to produce derivatives of current/existing De Facto products or new products in the
same family of products.

3.8 SURVEY OF EDUCATORS AND LEARNERS
(used as general info source)
The De Facto survey is one big comprehensive online survey conducted among two De
Facto target groups and hence it comprises two questionnaires - one for educators, and
one for learners. The entire survey was meant to explore and shed light into the
attitudes and practices which educators and learners employ when they approach
learning assignments which require searching for information and its processing and
evaluation. The survey helped us understand what are the preferred types and sources
of information, how they are used, how much time is usually dedicated to an
assignment, if the veracity of information or the choice of sources are part of the grading
matrix, etc.
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There are two online documents available for use:
Link to Survey report and analysis

Link to Practical recommendations for educators - which can be used by educators to
inform and improve their teaching practices.
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Use the two documents to:
- inform and improve your teaching practice with relation to information sources and
quality of information;
- get ideas how to engage students with the topic of disinformation and to encourage
good practices when working with sources for learning assignments;
- understand what difficulties might lie ahead and why some attitudes and habits are
difficult to change.

3.9 EXTERNAL TOOLS
During the project lifetime we gathered a large collection of external tools which are
freely available online. They can be used as additional tools, together with the De Facto
tools, in the teaching process on the topic of disinformation.
You can find them in Our collection of tools s ection on the De Facto website:
https://defacto.space/zone-2-tools/
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4. CONCLUSION
This
guidebook
presents
cognitive
frame,
tools
and
short
instructions/recommendations on how to apply tools in education and training context.
All project results are designed to understand the nature and process of misinformation
and disinformation, and to attempt to counter them. The problem of mis- and
disinformation online is ubiquitous, therefore an efficient approach to disinformation is
becoming an issue of high concern. With our collection of tools we encourage
information literacy (media literacy, digital literacy and critical thinking) among
educators and students.
In this guidebook are presented four science-based pillars (Frames and framing,
Systemic causality, Motivated cognition, Equivalence and emphasis frames) and
examples for better understanding. With this knowledge educators and students
become more aware of deceptive content of disinformation and its potential harmful
effect.
The collection of tools provides an insight into information and disinformation
structure. With using these tools educators and students can create their own
disinformation, which can help identify a phenomenon of manipulation with
disinformation. Needless to say, the latter phenomenon is not new, but an advancement
in technology has resulted in novelties in media - on the one side providing greater
interactivity and public participation, but on the other side it is much more difficult to
control.
Partners in the De Facto project were focusing on raising awareness of mis- and
disinformation in education and training context.
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