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The De Facto project has been funded with support from the European Commission. This publication reflects 

the views only of the authors, and the Commission cannot be held responsible for any use which may be made 

of the information contained therein. 

 
 

 

License 

De Facto is encouraging the free access and use of education-related materials. This work is licensed under a 

Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International License. (CC BY-NC-SA 4.0) 

 

 
 

You are free to: 

Share — copy and redistribute the material in any medium or format 

Adapt — remix, transform, and build upon the material 

 

Under the following terms: 

Attribution — You must give appropriate credit, provide a link to the license, and indicate if changes were 

made. You may do so in any reasonable manner, but not in any way that suggests the licensor endorses you or 

your use. 

NonCommercial — You may not use the material for commercial purposes. 

ShareAlike — If you remix, transform, or build upon the material, you must distribute your contributions under 

the same license as the original. 

No additional restrictions — You may not apply legal terms or technological measures that legally restrict 

others from doing anything the license permits. 

  

http://creativecommons.org/licenses/by-nc-sa/4.0/
https://creativecommons.org/licenses/by-nc-sa/4.0/
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1. Introduction 

 

The De Facto Blueprint is a practical tool for educators and researchers who wish to 

(re)produce similar materials or build upon our work while staying compliant to the scientific 

developments and the project methodology. 

 

It is a step-by-step guide which outlines the approach and methodology that directed our 

work throughout the De Facto project. It reveals how the methodology, initially designed to 

achieve a particular output, has changed during our work on the project so that better ways 

of reaching the planned results have been discovered and implemented. The Blueprint is a 

foundation-level resource which will shed light on these processes and inform the plans and 

work of those who wish to follow in our steps. 

2. Structure and layout 

 

For the purposes of efficient use, we are using a template to present the blueprint of each 

of the key intellectual outputs and products: 

 

Title 
Short + extended titles giving a detailed idea of the underlying product or result. 

 

Interim results and milestones 

R1 Code & name of interim result 

R2 ... 
 

Typology of the output/product 
Classification of the output/product vis-a-vis type, e.g. desktop research, analysis, database, feasibility 

study, publication, webpage, etc. 

 

Tags and keywords 
Keywords denoting output/product properties or characteristics, relationship to scientific field or concepts, 

key functionality or mode of use, etc. 

 

Task list 

Tasks and steps of the work process. 

 

Methodology  
Approach and methodology, including variances. 

 

Relevance of language and translation 
The extent to which the output/product is language (natural language) dependent and the potential need 

and impact of translations, including implications. 

 

As all outputs (IOs) are interconnected, there will be frequent references within the 

blueprint of a given output or product, to other outputs. This is the nomenclature of the 

De Facto’s IOs: 

 

IO1 Disinformation framework; 

IO2 Algorithms for identification of mis- and disinformation (analog and digital); 

IO3 Case studies; 
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IO4 Disinformation production kit; 

IO5 Guidebook for educators; 

IO6 Blueprints; 

IO7 [missing/cancelled output]; 

IO8 Survey of educators and learners. 

 

This Blueprint document does not contain details on reproduction of IO6 and IO8 - IO6 

being this document and the methodological review behind it, and IO8 being a two-faced 

survey on practices related to use of information and sources by educators and learners. 

Methodologies for design and analysis of surveys are widely available and should be 

consulted for each case individually. 

 

IO7, a Learning platform, was an output cancelled by the finding programme which they 

deemed unrelated. Naturally, we disagree with this assessment, and we took the 

necessary measures to creatively build such a platform with the help and resources of the 

participating organisations. Since this involved a collection of tasks tightly dictated by the 

nature of the consortium, a methodology for its reproduction is of no use to those outside 

these specific circumstances.   
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3. De Facto Disinformation Framework 

 

Title: IO1 De Facto Disinformation Framework 

A comprehensive framework for misinformation and disinformation with focus on education and 

training contexts. 
 

Interim results and milestones 

R1 Raw classification 

R2 Further model expansion - education & training layers added 

R3 Graphics and infographics 

R4 Translations and publication 

 

Typology of the output 
Full-fledged framework document, reference tools, complex graphics and infographics. 

 

Tags and keywords 
Information literacy, impact on education, cognitive science, neuroscience. Reference mode, investigative 

mode. Teachable. Fully adaptable for both comprehensive and segmented (isolated sections) usage. 

 

Task list 

> Collect available literature, scientific studies and publications - desktop research 

> Agree on methodology and approach 

> Construct a typology and categorisation 

> Validate the classification with a variety of test information items 

> Finalise the classification 

> Design the additional model layers - education & training 

> Prepare short reference document 

> Prepare visual materials (infographics, posters) 

> Translate all final versions of the documents 

 

Methodology  
 

a. Analysis 

To map and build up the classification of disinformation types and keywords as reference for educators 

and learners, we started with the research-based information published as a result of the First Draft-

project (Claire Wardle). The existing terminology and classification was transferred or extended with 

specific keywords (not only for written but also for oral and visual information) to make sure that the 

De Facto terminology framework covers the whole area of disinformation types and also integrate the 

latest trends. The result was cross checked and reviewed based on existing research as far as it was 

available. 

 

Desktop research was conducted to define and specify clearly the properties of the classification: 

- purpose: (levels and categorization of) “good” and “bad” behaviour in creating, using 

and spreading disinformation; 

- types, media, status. 

Once the draft was ready, all partners were asked to:  

- read the framework, the classification and the keywords and give feedback; 

- classify a list with examples of disinformation into the framework. 

Based on the partners’ feedback the framework was adapted and refined. 

 

b. Development 

Development work had to follow the findings and premises of the analytical part of our work as far as 

the work on typology and classification was concerned. We had some headstart with close frameworks 

focusing on media and news. On top of that, we were largely free to decide how best to account for 

the education and training layer, and we took direction and advice from expert opinion. 

 

c. Terminology framework 
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The framework was adapted based on the feedback to finalize a first version. This version was tested 

and validated with a variety of test information items.  

 

d. Translation 

To make sure all the stakeholders interpret the terminology in the same way it was agreed that for the 

basic keywords and types only terminology in English would be used. Every term was also explained 

with a short and clear definition in English and then translated in all partner languages. To check if the 

translation is clear and correct, every partner asked a neutral tester (someone who was not  involved 

in the project) to explain the types with his or her own words. 

 

e. Visualisation of the framework 

Visual materials (infographics, posters) were prepared for better apprehension of the developed 

classification. This proved extremely helpful and way key to the proliferation of the framework. 

 

Relevance of language and translation 
Translated in all partner languages. The scope and breadth of the Framework and its importance are such that 

language should not be a barrier to using it. 

 

  



 

6 

Title: IO2 Sample detection algorithm in dual form 

Digital (IT-based) pilot algorithm developed to detect/compare/analyse information and analog algorithms or 

protocols to help identify/compare/analyse information 

 

Interim results and milestones 

R1 Analog format prototype (R1.0 Concept) 

R2 Digital format prototype  (R1.0 Concept) 

R3 A+D format testing and modifications 

R4 D format content development 

 

Typology of the output 
Evaluation method and tool, detection algorithms, learning tool. Pilot algorithms. 

 

Tags and keywords 
Learning content and tool, competence development, personal profiling and benchmarking. Class and 

independent use.  

 

Tasks:  
> Split the task group into two teams - one for digital (D) and one for analog (A) versions and establishing close 

links between the two groups with frequent cross-checks and progress reports 

> Create test algorithms and test their effectiveness 

> Adjust for test results and finalise the algorithms 

> Supply sufficient content to be fed to the algorithms 
 

Methodology: 

IO2 was about creating a digital (IT-based) pilot algorithm (D) developed to detect/compare/analyse 

information and analog algorithms (A) or protocols to help identify/compare/analyse information. Such 

algorithms (digital) are currently being tested in university and science labs around the world, and part of our 

work was to carry a research and review of the advances in the area. Both algorithm types will be made 

transparent so that teachers can understand what are the challenges and the structure of similar algorithm-

based solutions in the expectation that we will soon be seeing such algorithms on a mass scale. An explanation 

into the nature of the sample algorithm intends to raise awareness of the current successes and challenges in 

the field by understanding the complexity of the task and the key problems which need to be solved. We 

intend to use the gamification method for both algorithms.  

 

a. Concept, elements, structure 

The IO2 lead partner developed concept for A&D which was then put to discussion and approval by 

the partnership. 

 

b. Engine and programming 

D. Lead partner who had the IT expertise designs a webapp engine, developed the adaptive algorithm 

which will serve the content, the gamification pathways and elements. 

A. Lead partner suggested a gamified approach to the analog algorithm, and developed the algorithm 

core and instructions. Progress on both A&D were periodically consulted with project coordinator and 

all partners. Raw prototypes were released on an ongoing basis to keep the partners involved. 

 

c. Content selection and design 

Content for A&D algorithms wase carefully curated, keeping in mind always the links to IO1 and the 4 

pillars. Variety of information carriers, source types and types of disinformation are of key 

importance. Difficulty levels had to be accounted for, and this was a challenge. Short accompanying 

texts were produced (feedback, suggested further reading, etc.) for each content element. The lead 

partner designed the interface and format for content creation. 

 

d. Integration with De Facto website 

A&D algorithms had to be available from the De Facto website and be seamlessly integrated. 

 

e. Design and print 
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A. Once the concept was approved, the game mechanics agreed upon, and the content 

curated/translated, the gamified algorithm was produced in a physical game format. 

 

f. Tests and adjustments 

The testing phase allowed all partners to provide feedback on the usability and design, and it will also 

provided the required beta tests for the IT part. Adjustments were made where necessary. The initial 

plan was to design A&D in a way that would allow easy addition of new content in the future to enrich 

the user experience. 

 

Important interactions and integrations with other outputs: 

● IO1 Framework: The algorithms had to be aligned with the 4 cognitive science pillars around which 

the project is centered, and take heavy input from the newly developed IO1 Framework, especially 

with regard to disinformation types, education-related layers of concerns, harm probability, Eggshell 

model questions. Additionally, research work on algorithms/detection had already been carried out in 

IO1. IO1 influences IO2. 

● IO3 Case studies: Algorithms had to be aligned with the IO3 case studies in a way that guarantees 

complementarity and widens the spectrum of the toolbox developed in De Facto. The two outputs 

were designed in temporal parallel. IO2 is aligned with IO3. 

● IO8 Surveys: Algorithms had to be informed by the interim and ongoing results of the IO8 survey 

regarding teachers’ and learners’ practices. IO8 influences IO2. 

● IO6 Blueprint: The methodology, framework and results were to be described as a chapter in the 

blueprint (IO6). IO2 influences IO6. 

 

Relevance of language and translation 
This was an experimental output and it was designed and provided for awareness and test use in English. 

Derivatives in other languages should be encouraged, as will additional development work. 
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Title: IO3 Disinformation case studies for use in training contexts 

A set of case studies for training contexts with detailed descriptions and instructions to allow 

direct/immediate use in class 

 

Interim results: 
R1 Case study templates based on building blocks 

R2 Case studies developed by each partner (x1) 

R3 Full didactical packages complete with teaching methods, learning outcomes and pillar-related activities 

 

Typology of the output 
Didactic package. Case studies, teaching methodology, interactive teaching, learning activities. 

 

Tags and keywords 
Learning content and tool, competence development, critical thinking and information literacy.  Guided use. 

Flexible, extendable and reproducible.  

 

Tasks:  
> Implement a consultation process on case studies structure and general topics/areas  

> Produce a template for case study development in open and collaborative online format 

> Research on available and appropriate resources used as case study basis 

> Develop full didactical packages around each case study 

> Circulate the draft case studies in English among partners for approval 

> Resources and methods’ adaptations and full translation of case studies and accompanying materials 
 

Methodology: 

A good opportunity to work with the case studies would be when teachers/educators assign research projects. 

The case studies were designed in a way which implies active participation by learners - active seeking of 

verification/validation of information. They can be an excellent exercise and learning tool for learners to get a 

clear idea how to structure their research and their choice of information sources immediately before starting 

work on the assignment. Carefully designed case studies can be a valuable insight into how to recognise 

disinformation (attention on wording, medium, sources, etc.) to develop a common sense-based (not expert) 

recognition frame.  

 
a. Elements and structure 

All partners contribute suggestions that are then summarised in the form of a common template. 

Online collaboration has proven beneficial for progress tracking and quick consultations. 

 

b. Topics selection, coordination and approval 

Case studies topics must be discussed with all partners, and receive consent. A list of topics can be 

brainstormed and topics allocated to individual partners. Topics should be different – to cover more 

areas of interest. Consultation is a critical step, as relevance and resource availability in the 

respective language are important for the take-up. Building blocks emerge as a positive approach to 

the case studies structuring and focus - a building block is an independent element of each case study 

and focuses on a single line of opposition (as in opposing opinions). This line of opposition is then 

developed and supported by methods and resources. 

 

c. General guidelines for each element 

Instructions, timing, groups size recommendations, teaching methods collection, learning outcomes 

structure, collection of resources, reference materials, facts, etc. 

 

d. Design of the case studies (content) 

Co-creation is the recommended method for content development. Content itself refers to basic 

resources (diversity in content type, media and carrier type), teaching methods linked to learning 

outcomes, learning activities, digital tools. This development process requires a variety of 

competences and skills and is best done in a team with clear areas of responsibility. Reference to 

cognitive pillars should be maintained throughout the process. The case studies must remain focused 

on the pillars, else they lose their primary function. 
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e. Partner/Peer review 

Draft versions created in EN by each partner will be subject to review from all partners. Note that all 

case studies should be usable by educators in all participating countries, hence the high level of 

coordination and agreement required. At this point a decision about possible spin-off scenarios/case 

studies' forks will be considered. 

 

f. Visual identity and support materials 

A partner should be in charge of designing the visual identity of the case studies, of drawing figures, 

tables, presentation layout, etc. 

 

g. Localisation 

Localisation process amounts to using the ‘master’ case study as created in EN, and comprehensive 

researching of matching or similar resources in the target language. Where this is not possible, two 

remedies are possible: (1) Replace resources with something ‘close enough’, though not quite the 

same, or (2) use en entirely different set of resources, in which case teaching methods and learning 

activities must also be adjusted. The partners have decided that translation of resources should be 

avoided as this strips down may of the original cognitive drivers and loses the genuine flavour. 

 

h. Translations 

Full translation of the case studies, instructions, and any other accompanying materials (full package) 

to be translated in all partner languages. The leading EN version should be proofread by a native 

speaker (if available in the partnership - or outside).  

 

i. Final package compilation 

Final packages for each case study will be compiled and prepared for online and offline delivery/use. 

This task includes structured uploads and a comprehensive online collection. 

 

Important interactions and integrations with other outputs: 

● IO1 Framework: The case studies were based on the 4 cognitive science pillars around which the 

project is centered, and take heavy input from the newly developed IO1 Framework. IO1 influences 

IO3. 

● IO8 Surveys: Case studies were informed by the interim and ongoing results of the IO8 survey 

regarding teachers’ and learners’ practices. IO8 influences IO3. 

● IO6 Blueprint: The methodology, framework and results were to be described as a chapter in the 

blueprint (IO6). IO3 influences IO5. 

 

Relevance of language and translation 
A common language (lingua franca) should be used, for practical reasons, to ensure adequate discussion, 

consultation and debates stages. National languages are very important - the versions in the common 

languages should not be used with classes where learners speak a different language. This is important to 

guarantee that the cognitive drivers which are language-dependent preserve their role. This reliance on the 

national language is justified by both communication/linguistic and socio-cultural aspects. 
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Title: IO4 Disinformation production kit 

By placing people in the mindset of false information authors/propagators, and by providing to them guidance 

on how to be efficient and effective manipulators, we can achieve deeper awareness and understanding, 

leading to quicker and more accurate recognition and identification of disinformation.  

 

Interim results: 
R1 Desk research (collecting tools can be used to produce disinformation) 

R2 Framework (first draft) 

R3 Framework tested 

R4 Instruction book 

R5 Translations finalised 

 

Typology of the output 
Didactic package. Instructional kit. Collection of authoring tools. Teaching and training matrix. 

 

Tags and keywords 
Learning content and tool, competence development, critical thinking and information literacy. Guided use. 

Focus on cognitive pillars. Use caution and responsibility!  

 

Tasks:  
> Create a framework outline for building a kit for authoring disinformation with didactical purpose 

> Collect and categorise available and relevant content authoring tools 

> Create a pragmatic and user-friendly front-end to the disinformation production kit with focus on links to 

cognitive pillars 

> Test the framework with a variety of examples from different contexts 

> Create instructions and infographics to facilitate use in class 

> Translate the kit in partner languages 

 

Methodology 
By placing people in the mindset of false information authors/propagators, and by providing to them guidance 

on how to be efficient and effective manipulators, we intended to achieve a state of deeper awareness and 

understanding, leading to quicker and more accurate recognition and identification of disinformation. At all 

stages, synchronisation with IO1 Framework was closely maintained. 

 
a. Analysis 

Study and structure the available resources related to the special field of implementation of IO4. While a 

theoretical document is not planned for IO4, it is a important step before moving on to the pragmatic 

examples and implementation matrix.  

 

b. Elements and structure 

Framework had to be based on the 4 pillars (using them as disinformation/manipulation tools, and also on IO1 

results, e.g. the Eggshell model, the education-relevant information types, etc., but can also include fun staff 

for the learners, e.g. making fake posts for social media and testing their impact). A draft of the framework 

had to contain a list of tools (and methods, as tools may not be necessarily available in all languages) for 

making fake news. All partners were contributing to this list. 

 

c.  Tools selection, coordination and approval 

Tools were be discussed with all partners involved and/or brainstormed. Based on the partners’ feedback the 

tools were adapted in order to finalise a first version of the framework. Every partner was then asked to test 

the framework with a method specified by the IO lead. The tools had to be diverse, online, exclusively free, at 

different levels of IT proficiency to accommodate most users. 

 

d.  Visuals 

Produce accompanying graphics/infographics to facilitate use and work with the Kit. 

 

e.  Translation 

To make sure all the stakeholders interpret the terminology in the same way, all partners agreed that they will 

consistently used the already agreed terminology from IO1. 
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Important interactions and integrations with other outputs: 

● IO1 Framework: The case studies should be based on the 4 cognitive science pillars around which the 

project is centered, and take heavy input from the newly developed IO1 Framework. IO1 influences 

IO4. 

● IO2 Sample detection algorithm in dual form: Digital (IT-based) pilot algorithm has been developed to 

detect/compare/analyse information and analog algorithms or protocols to help 

identify/compare/analyse information. It could be useful to test the Disinformation production kit. 

IO2 could tested IO4. 

● IO3 Disinformation case studies for use in training contexts: A set of case studies for training contexts 

with detailed descriptions and instructions to allow direct/immediate use in class. The case studies 

designed in a way which implies active participation by learners - active seeking of 

verification/validation of information. IO3 tests and validates IO4. 

● IO6 Blueprint: The methodology, framework and results will be described as a chapter in the 

blueprint (IO6). IO4 influences IO6. 

● IO8 Surveys: Case studies should be informed by the interim and ongoing results of the IO8 survey 

regarding teachers’ and learners’ practices. IO8 influences IO4. 

 

Relevance of language and translation 
This output was intended for class use (group or individual), as it comes with important guidance and 

warnings. Availability in the relevant national language is a must. 
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Title: IO5 The Guidebook to fact-based reading and teaching 

This was planned as a handbook-style compilation of kits providing different insights on how we process 

information and what factors dictate our choices. Insights into the concept and its practical implications 

presented in a pragmatic learning-oriented manner which can be readily used in class.  Three distinct sections 

are featured: systemic causality, motivated cognition, understanding frames (frames as thinking concepts + 

equivalency and emphasis frames). 

 

Interim results: 
R1 Concept and structure 

R2 Draft 

R3 FInal release 

R4 Translations 

 

Typology of the output 
Didactic support. Guidebook. Resources for educators. 

 

Tags and keywords 
Learning content and practical examples, competence development. Guided use. Focus on cognitive pillars. 

 

Tasks: 
> Stage 1 authoring: scientific base and methodological implications for educators 

> Stage 2 authoring: specialised learning kits including examples 

> Stage 3 binding: cross-linking all of De Facto’s outputs with direct use in educators’ practice 

> Finalising the document: design and graphic styling, proofreading in English 

> Translation in all partner languages and online publishing 

 

Methodology 
This is designed as a handbook-style compilation of outputs and kits providing different insights on how we 

process information and what factors dictate our choices. The work required close and efficient cooperation and 

collaboration with practically all output leaders. The handbook is now a solid pedagogical tool in itself and will 

be a collection of all tools and methods applicable in educators’ practice that are based on De Facto’s novel 

contributions. 

 

We used the following structural and content markers when developing the Blueprint: 

 

a. Systemic causality learning kit. Systemic causality (as opposed to direct cause-effect) is not 

a naturally occuring learning concept because the brain is unable to observe it (Lakoff). In reality, most 

of the disinformation is not binary in nature (yes/no, white/black), but systemic. Thus, understanding 

of the systemic causality and its interaction mechanisms can be a powerful tool to combat 

disinformation. While the brain can not “discover” this itself, it can be taught to do so. This means that 

it is possible to design training so that learners can distinguish between direct and systemic causality, 

and when they identify the case as systemic, to be able to investigate the systemic cause elements and 

their interaction. 

 

b. Motivated cognition learning kit. Understanding the meaning and nature of motivated 

cognition (Hughes, Zaki, 2015) will contribute to constructing an easy to read/use model of how we 

perceive, accept or reject newly presented facts. Suggesting strategies to employ deeper information 

processing can avoid biases. 

 

c.  Understanding frames learning kit. Equivalency and emphasis frames (Chong, Druckman). 

Example studies by Kahneman and Tversky (1984) show how decision problems can be described or 

framed in multiple ways that give rise to different preferences, contrary to the invariance criterion of 

rational choice. 

 

Relevance of language and translation 
The De Facto Guidebook is meant for educators of all countries. While we did not have the resources to 

translate it to as many languages as we want to, it should be a broader objective for this and similar guides in 
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the future to be readily available in the language of the educator seeking guidance and help with 

disinformation in their practice. 
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