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Disinformation. Definition

According to the Merriam-Webster dictionary, disinformation stands for false information
deliberately and often covertly spread (as by the planting of rumors) in order to influence
public opinion or obscure the truth.

In 1939, a writer describing Nazi intelligence activities noted, "The mood of national
suspicion prevalent during the last decade ... is well illustrated by General Krivitsky's
account of the German 'Disinformation Service,' engaged in manufacturing fake military
plans for the express purpose of having them stolen by foreign governments." Although
the Nazis were accused of using disinformation back in the 1930s, the noun and the
practice are most often associated with the Soviet KGB. Many people think
"disinformation” is a literal translation of the Russian "dezinformatsiya," which means
"misinformation," a term the KGB allegedly used in the 1950s to name a department
created to dispense propaganda.

For the purposes of its Action Plan against Disinformation the European Commission
adopts the following definition: Disinformation is understood as verifiably false or
misleading information that is created, presented and disseminated for economic gain
or to intentionally deceive the public, and may cause public harm. (Action Plan against
Disinformation, EC, 2018, p. 1).
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Conspiracy theories. Definitions, characteristic features, main drivers

First, we identify a “conspiracy” as a secret plot by two or more powerful actors.
Conspiracies typically attempt to usurp political or economic power, violate rights,
infringe upon established agreements, withhold vital secrets, or alter bedrock
institutions. This definition goes beyond simple criminal conspiracies, such as
conspiring to rob a corner shop.

“Conspiracy theories” are attempts to explain the ultimate causes of significant social
and political events and circumstances with claims of secret plots by two or more
powerful actors. While often thought of as addressing governments, conspiracy theories
could accuse any group perceived as powerful and malevolent. (Political Psychology -
2019 - Douglas - Understanding Conspiracy Theories, p. 2 and ff.)

In “A Culture of Conspiracy” Michael Barkun describes the three main characteristics of
conspiracy theories as follows: nothing happens by accident, nothing is at seems and
everything is connected.

> There may be such a thing as a tendency toward “conspiracy thinking,” or a general
“conspiracy mindset”. This idea largely stems from the finding that people who already
believe in particular conspiracy theories are likely to believe in others, even unrelated
ones. This may indicate an underlying tendency for some people to prefer conspiracy
explanations because of a bias against powerful disliked groups and official accounts.

> |t is important for scholars to define what they mean by “conspiracy theorist” and
‘conspiracy theory” because—by signaling irrationality—these terms can neutralize
valid concerns and delegitimize people. These terms can thus be weaponized, and
because of this, people often deny that their ideas are conspiracy theories even though
they clearly qualify.

Epistemic motives

> To take epistemic motives first, there is some evidence to suggest that conspiracy
theories frustrate rather than satisfy the need for knowledge and certainty.

> Therefore, rather than arming people with a new sense of power and control, belief in
— and exposure to — conspiracy theories appears more likely to disempower people and
decrease their sense of control further.

> Conspiracy theories appear to provide broad, internally consistent explanations that

allow people to preserve beliefs in the face of uncertainty and contradiction.
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> Belief in conspiracy theories is stronger under conditions of uncertainty. Belief in
conspiracy theories is also associated with a belief that the economy is getting worse.
Conspiracy beliefs have also been linked to feelings of boredom.

> Conspiracy belief is also stronger among people who consistently seek patterns and
meaning in their environment, such as believers in paranormal and supernatural
phenomena. It is also stronger when events are especially large-scale or significant and
when small-scale, mundane explanations therefore seem unsatisfactory. People who
overestimate their ability to understand complex causal phenomena are also prone to
conspiracy beliefs. Conspiracy beliefs have also been linked to the need for cognitive
closure, especially when events lack a clear official explanation.

> Conspiracy belief has been linked to the conjunction fallacy, which is an error of
probabilistic reasoning whereby people overestimate the likelihood of co-occurring
events. Researchers have shown that projection of one’s own personal beliefs onto
others is associated with conspiracy belief—that is, the belief that “they conspire” is in
part the result of the belief that “| would conspire”.

> The tendency to attribute agency and intentionality where it does not (or is unlikely to)
exist predicts conspiracy beliefs. As well as the quasi-religious mentality, lower levels of
intelligence, nonclinical delusional thinking.

> There is evidence that conspiracy theories appear to appeal to individuals who seek
accuracy and/or meaning, but perhaps lack the cognitive tools or experience problems
that prevent them from being able to find accuracy and meaning via other more rational
means.

> People may also turn to conspiracy theories when their existential needs are
threatened, as a way to compensate for those threatened needs. For example, people
who lack agency and control may reclaim some sense of control by believing conspiracy
theories because they offer the opportunity to reject official narratives and allow people
to feel that they possess a better account.

> Conspiracy beliefs are correlated with feelings of powerlessness, anxious attachment
style, low feelings of control in the sociopolitical domain, alienation from the political
system and anomie—a feeling of personal unrest and lack of understanding of the
social world.
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Social motives

> People generally have the need to maintain a positive image of the self, and
conspiracy theories may assist in doing that. The endorsement of conspiracy theories is
associated with narcissism—an exaggerated self-view accompanied by the need for
external validation.

> There is a link between conspiracy beliefs and the social psychological need to feel
unique to others. Perhaps conspiracy theories allow people to feel that they are in
possession of rare, important information that other people do not have, making them
feel special and thus boosting their self-esteem.

> People have a strong need to feel positive about the groups they belong to as well,
such as their nationalities, political parties, and religious groups. A conviction that others
conspire against one’s group is more likely to emerge when the group thinks of itself as
undervalued, underprivi-leged, or under threat. Thus, conspiracy theories are linked to
defensive ways of identifying with one’s social group. Research shows that members of
low-status social groups are more likely to endorse conspiracy theories than members
of high-status group

> On this point, studies have shown that people are more likely to believe in
conspiracies directed at their own group if they personally have experienced
discrimination, such as being the victim of police harassment

> Thus, belief in outgroup conspiracies can be fueled by experiences suggesting that
one’s social group has been treated unfairly. Therefore it is important to consider the

political, social, and histor-ical contexts that make conspiracy theories seem plausible.

> Situational threats and crisis situations can also increase the likelihood of strong
group attach-ment to foster conspiracy beliefs.

Social-cognitive processes underlying belief in conspiracy theories

> For instance, people’s first intuitive impulse after comprehending a proposition is to
believe it, and they need to exert active mental effort (System 2) to unbelieve a
proposition.

> The idea that not believing but unbelieving requires System 2 thinking corresponds to
findings pertaining to the social-cognitive basis of specific belief systems.
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> We will also argue that, after forming initial conspiracy suspicions, however, people
subsequently use System 2 processes to justify and rationalise these suspicious
sentiments.

> As to the first indicator, despite the observation that many conspiracy theories are
complex and articulate, evidence suggests that belief in such theories is rooted in
intuitive thinking. In general, people’s beliefs about many societal issues that are subject
to conspiracy theories (e.g. climate change, vaccines, nuclear power, G.M.O.) depend
strongly on their cultural values or political attitudes. When these values or attitudes are
inconsistent with scientific evidence, people often reject the evidence. This suggests
that people’s beliefs about the world largely depend on what they intuitively feel is true.

> Furthermore, recent studies investigated the phenomenon of ‘Bullshit receptivity’,
which is a tendency to perceive a deeper meaning in statements that are grammatically
correct and appear profound, but actually are a randomly chosen string of buzzwords
(e.g. ‘Hidden meaning transforms unparalleled abstract beauty’). Findings revealed that
bullshit receptivity is associated with reduced analytic thinking, increased faith in
intuition and increased belief in conspiracy theories.

> One such heuristic is representativeness, which is the idea that the more strongly
exemplars resemble a category prototype, the more strongly people assume that this
exemplar possesses the salient attributes of this category (Kahneman, Tversky 1972).

> One such cognitive bias is the conjunction fallacy, which is an error in probabilistic
reasoning pertaining to the likelihood that two events co-occur.

> Another cognitive bias resulting from the representativeness heuristic is stereotyping,
that is, (over-)generalised beliefs about groups of people. Various studies suggest that
stereotyping is closely associated with belief in conspiracy theories.

> Quite often, however, people mistakenly perceive causal connections that do not
exist, referred to as illusory pattern perception.

> Quite often, however, people mistakenly perceive causal connections that do not
exist, referred to as illusory pattern perception.

> A cognitive process closely associated with agency detection is teleological thinking,

or the tendency to ascribe function and a final cause to natural facts and events. An
example would be to view a rainbow at the top of a mountain as a ‘reward’ for a long
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hike. Teleological thinking often presumes that an entity was behind the observed factor
or natural event. For example, the hiker may presume that God has intentionally placed
the rainbow there. Nonetheless, the tendency towards teleological thinking in large
Swiss and French samples was correlated with endorsement of conspiracy theories,
independently of other forms of agency perception, such as animism (i.e. attribution of
consciousness to non-living entities).

> Finally, attitudinal ambivalence — an unpleasant experience closely associated with
feelings of anxious uncertainty, characterised by mixed (i.e. both positive and negative)
evaluations of an attitude-object — increases belief in conspiracy theories.

> Correlational findings are consistent with these observations. Numerous studies have
found relationships of conspiracy beliefs with dispositional anxiety, death-related
anxiety, lack of control, self-uncertainty, powerlessness and system identity threat, that
is, the perception that society’s fundamental values are changing. While these
correlations do not show that conspiracy theories originate from these feelings or
emotions (and, indeed, the links between feelings, emotions and conspiracy beliefs are
likely to be bidirectional), they are consistent with a model suggesting that System 1
thinking plays a prominent role in conspiracy beliefs.

> Interestingly, the results revealed that, not emotional balance, but emotional
uncertainty increased conspiracy beliefs. These findings suggest that both positive and
negative emotions may drive conspiracy beliefs, but only if they imply feelings of
uncertainty about the world.

> Such System 2 thinking appears to be motivated, however, by a desire to find
evidence in support of the conspiracy theory. Put differently, while analytic thinking may
lead some perceivers to unbelieve a conspiracy theory, it may help other perceivers to
find evidence for a conspiracy that they started out assuming to exist.

> Belief in conspiracy theories also appears to be stronger when events are especially
large in scale such as when a president is killed, and people are therefore dissatisfied
with mundane, small-scale explanations. This is related to the proportionality bias in
which explanations for events must be on a similar scale to the event itself.

> As an aversive mental state, people attempt to reduce uncertainty and seek answers

in conspiracy theories. Research also suggests that people are attracted to conspiracy
theories when they lack the ability or motivation to seek information elsewhere.
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> Scholars have suggested that people turn to conspiracy theories for compensatory
satisfaction when these needs are threatened. For example, people who lack
instrumental control may be able to find some compensatory sense of control by
adopting conspiracy theories, because conspiracy theories offer people the opportunity
to reject official narratives and feel that they possess some power by having an
alternative perspective.

> The believer can feel they have become an ‘expert’, superior to others because they
possess intelligence that others do not have. Finally, boredom proneness is associated
with conspiracy belief, and boredom proneness has also been found to be associated
with emotional distance from others, as well as depression, anxiety, hopelessness and
aggression.

Psychological factors

> Conspiracy beliefs comprise part of a monological belief system, an expanding
network of ideas that mutually support each other. It appears that conspiracy beliefs
tend to “stick together"—some conspiracy beliefs tend to correlate strongly with each
other. Those who believe in a conspiracy theory often turn to other conspiracy theories
to explain why their pet theory has amassed no positive proof or support.

> People also appear to be drawn to conspiracy theories when—compared to
nonconspiracy explanations—they promise to satisfy important social psychological
motives that can be characterized as epistemic (e.g., the desire for understanding,
accuracy, and subjective certainty), existential (e.g., the desire for control and security),
and social (e.g., the desire to maintain a positive image of the self or group). Note that
people do not necessarily need to be conscious of these motives.

> Along with negative feelings toward the system and others in general, stronger
believers in conspiracy theories tend to cultivate more negative feelings toward the self
as well, expressed in the form of lower self-esteem. This might happen because people
with low self-esteem would blame themselves or their ingroup for negative events, if it
were not for conspiratorial explanations. Instead, conspiracy theories allow for a
self-to-other shift in the blame game, thus preserving one’s self-worth. In an analogous
fashion, people with heightened anxiety tend to have a higher conspiracist mentality.

> The thread from conspiracist mentality to negative affectivity could be extended to
include various aspects of emotional instability (i.e. proneness toward psychological
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stress and susceptibility to unpleasant emotions, like anxiety and depression) and
neuroticism.

> People who tend to rely on general impressions to make decisions about the world
tend to believe more conspiracy theories, while people who tend to think carefully,
explicitly and rationally tend to believe fewer. This extends to other anomalous beliefs
as well, such as the paranormal. But why? One hypothesis concerns the nature of how
we judge probability. Paranormal beliefs are correlated with probabilistic reasoning
ability, apparently because people often infer paranormal causes for events that seem
intuitively (but not always rationally) very unlikely to happen by natural means.

> Conspiracy belief is associated with usage of the representativeness heuristic, a
biased shortcut in probabilistic reasoning that leads to various errors and fallacious
judgements. In particular, people with a higher level of conspiracy belief are more likely
to commit the conjunction fallacy, a specific case of the representativeness heuristic that
involves misjudging the probability of two events occurring together.

> People who believe more conspiracy theories are more likely to perceive patterns,
deliberate action and agency in ambiguous stimuli, to anthropomorphise inanimate
objects, to exhibit more general confusions about the ontological nature of objects in the
world (for example, separating animate from inanimate), to display impaired reality
testing, to jump to conclusions on the basis of limited evidence, to show a greater need
for cognitive closure in the absence of official explanations for major events and to think
that complex problems can generally be resolved with fairly simple solutions. Some of
these correlates also suggest plausible mechanisms for the correlation between
conspiracy belief and cognitive style — for instance, the tendency to infer deliberate
agency over random chance in interpreting a particular event has very clear relevance
for inferences of conspiracy.

Demographic factors

> A study in the United States found that higher levels of conspiracy thinking correlate
with lower levels of education and lower levels of income. In this study, conspiracy
believers were more likely to be male, unmarried, less educated, have lower income, be
unemployed, be a member of an ethnic minority group, and have weaker social
networks. Similar relationships were found in a large sample of South African
adolescents when surveyed about HIV/AIDS conspiracy theories.

> People with lower levels of education are more likely to attribute agency and
intentionality where it does not, or is unlikely, to exist. Education may provide people
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with a set of cognitive and affective attributes that enable them to resist conspiracy
theories. For example, news media literacy has been found to de-crease conspiracy
theory endorsement.

> The causal relationships between conspiracy beliefs and income are also
indeterminate.

> Same study found that those with the lowest levels of conspiracy thinking were the
most likely to work in the financial industry or for the government or the military. In
addition, more research is needed to understand how elite status affects conspiracy
theorizing.

Political factors

> Given the stakes, conspiracy theories arise frequently from political events especially
when those events stimulate the psychological states linked to conspiracy beliefs, such
as low political trust, feelings of powerlessness, uncertainty, and unpredictability. For
example, political scandals diminish trust in government, which in turn result in higher
levels of conspiracy beliefs. Conspiracy beliefs can also be strengthened by exposing
participants to redactions in government documents or to media environments in which
conspiracies feature prominently in the news.

> |In general, people are more likely to believe that political opposition is involved in
malevolent activity than their own party’s representatives.

> Conspiracy theorizing is strongest at the far left and right, although stronger on the
right. Although it is unknown whether conspiracy theorizing may be a result of political
ideology, or vice versa, or both, this research suggests that extremist attitudes may be a
consequence of conspiracy belief. On the other hand, research suggests that levels of
conspiracy thinking are stronger among those identifying as independents or with third
parties.

> Conservatives are more prone to conspiracy theories than liberals.
> Several studies reported a link between con-spiracy beliefs and right-wing
authoritarianism—a dimension of political attitudes characterized by preference for

conventionalism, authoritarian aggression, and authoritarian submission to authorities.

> Conspiracy theories have also been linked to political attitudes and behaviors.
Participants who were exposed to anti government conspiracy theories— compared to
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those who were presented with refuting information— showed less intention to vote in
the next election. Another negative outcome is decreased political trust.

> Conspiracy theories may be associated with increased radicalized and extremist
behavior.

> Bartlett and Miller argued that conspiracy theories play important social and functional
roles for extremist groups. Specifically, they may be a “radicalizing multiplier” (p. 4) that
contributes and reinforces the ideologies and psychological processes within the group.

Motivated reasoning

> An increasing line of research shows that people with different ideologies are likely to
interpret the same information differently. One mechanism that can explain this
consistent finding is that of motivated reasoning. People resort to motivated reasoning
when they are presented with facts that contradict their predispositions, and they will
interpret new information in such a way as to not disturb their previously held
worldviews.

> The literature strongly suggests that conspiracy theories must align with a person’s
existing set of predispositions to be adopted.

> The findings illustrated that people’s political views predicted their acceptance or
rejection of the conspiracy rhetoric. Conspiracy theories therefore appear to be
communicated about events that are perceived to be important and relevant to people’s
political interests. Conspiracy theories could be viewed as a way of constructing and
communicating a personal set of values and moral feelings, and anger is a precursor to
the sharing of conspiracy theories.

> The spread of conspiracy theories therefore allows people to challenge abstract
expert-dominated discourses about important events. They further propose that
conspiracy theories are communicated as devices to cope with collective trauma.

> While the Internet may facilitate the rapid spread of more conspiracy theories, this
does not mean that it also helps the development of conspiracy theories. The speed of
dissemination may even retard the progress of conspiracy theories into coherent
arguments. Some researchers further argue that the Internet may be responsible for
limiting conspiracy theories since billions of potentially critical voices are available to
immediately refute conspiracy claims with evidence.
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> There is no evidence that people are more prone to conspiracy thinking now than they
were prior to the invention of the Internet. Thus, it cannot be asserted that there has
been an overall rise in conspiracy theorizing or that the Internet is responsible for such a
rise in a straightforward way.

> Conspiracy theories do not bounce indiscriminately from person to person through
social media as is often assumed. Instead they tend to stay concentrated within the
communities who already agree with them. Nonetheless, research points to the crucial
role of the Internet in fostering distinct and polarized online communities. Mainstream
news media expose people to conspiracy theories on a regular basis.

> For example, the vaccine-skeptical sites had links to both pro- and antivaccination
material, creating the impression that both sides of the argument were being presented
openly. In addition, the vaccine-skeptical sites were highly interactive, with spaces for
community discussion, and oriented towards the creation of people affected (or think
they are affected) by vaccination. The authors argue that vaccine-skeptical websites are
more effective in fostering community building to achieve their ends. In contrast,
authoritative provaccination sites offer limited interactivity and focus on imparting
evidence-based knowledge. Other lines of research also suggest that advocates of
conspiracy theories are careful to appear rational and open-minded.

> The analysis revealed that antivaccination and provaccination comments tend to use
different kinds of language. Antivaccination posts used more analytical, but less
authentic, less anxious, and less tentative language. These findings suggest that online
oppo-nents, compared to proponents of vaccines, use more authoritative, confident,
assured, and manipulative language.

Drivers of false beliefs

Some of the main cognitive (green) and socio-affective (orange) factors that can
facilitate the formation of false beliefs when individuals are exposed to misinformation.
Not all factors will always be relevant, but multiple factors often contribute to false
beliefs (https://www.nature.com/articles/s44159-021-00006-y/figures/1 )
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> False beliefs generally arise through the same mechanisms that establish accurate
beliefs. When deciding what is true, people are often biased to believe in the validity of
information, and ‘go with their gut’ and intuitions instead of deliberating. For example, in
March 2020, 31% of Americans agreed that COVID-19 was purposefully created and
spread, despite the absence of any credible evidence for its intentional development.
People are likely to have encountered conspiracy theories about the source of the virus
multiple times, which might have contributed to this widespread belief because simply
repeating a claim makes it more believable than presenting it only once. This illusory
truth effect arises because people use peripheral cues such as familiarity (a signal that
a message has been encountered before), processing fluency (a signal that a message
is either encoded or retrieved effortlessly) and cohesion (a signal that the elements of a
message have references in memory that are internally consistent) as signals for truth,
and the strength of these cues increases with repetition. Thus, repetition increases
belief in both misinformation and facts. lllusory truth can persist months after first
exposure, regardless of cognitive ability and despite contradictory advice from an
accurate source or accurate prior knowledge.

> Another ‘shortcut’ for truth might involve defaulting to one’s own personal views.
Overall belief in news headlines is higher when the news headlines complement the
reader’s worldview. Political partisanship can also contribute to false memories for
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made-up scandals. However, difficulties discerning true from false news headlines can
also arise from intuitive (or ‘lazy’) thinking rather than the impact of worldviews

> In general, messages are more persuasive and seem more true when they come from
sources perceived to be credible rather than non-credible. People trust human
information sources more if they perceive the source as attractive, powerful and similar
to themselves.These source judgements are naturally imperfect — people believe
in-group members more than out-group members, tend to weigh opinions equally
regardless of the competence of those expressing them and overestimate how much
their beliefs overlap with other people’s, which can lead to the perception of a false
consensus.

> Moreover, people often overlook, ignore, forget or confuse cues about the source of
information. (...) However, when acting alone, individuals — unlike fact checkers — tend
to disregard the quality of the news outlet and judge a headline’s accuracy based
primarily on the plausibility of the content

> The emotional content of the information shared also affects false-belief formation.
Misleading content that spreads quickly and widely (‘virally’) on the internet often
contains appeals to emotion, which can increase persuasion. For example, messages
that aim to generate fear of harm can successfully change attitudes, intentions and
behaviours under certain conditions if recipients feel they can act effectively to avoid the
harm. Moreover, according to a preprint that has not been peer-reviewed, ‘happy
thoughts’ are more believable than neutral ones. People seem to understand the
association between emotion and persuasion, and naturally shift towards more
emotional language when attempting to convince others

> Using feelings as information can leave people susceptible to deception, and
encouraging people to ‘rely on their emotions’ increases their vulnerability to
misinformation. Likewise, some specific emotional states such as a happy mood can
make people more vulnerable to deception and illusory truth. Thus, one functional
feature of a sad mood might be that it reduces gullibility. Anger has also been shown to
promote belief in politically concordant misinformation as well as COVID-19
misinformation. Finally, social exclusion, which is likely to induce a negative mood, can
increase susceptibility to conspiratorial content.

> In sum, the drivers of false beliefs are multifold and largely overlooked by a simple
information deficit model. The drivers include cognitive factors, such as use of intuitive
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thinking and memory failures; social factors, such as reliance on source cues to
determine truth; and affective factors, such as the influence of mood on credulity.

Areas of impact

Attitude effects

> One of the first investigations of the effects of conspiracy theories demonstrated that
they change people’s attitudes.

> Conspiracy theories may therefore influence peo-ple’s attitudes, but the level of
influence appears to depend on preexisting attitudes and possibly other factors that
remain to be investigated.

Health-related choices

> One challenge of all of this research is that it is correlational. It is therefore impossible
to determine the direction of causality. For example, conspiracy beliefs might drive
vaccine refusal, or vaccine refusal may fuel conspiracy beliefs. However, Jolley and
Douglas (2014a) provided exper-imental evidence of the potentially negative effects of
antivaccine conspiracy theories on vaccine intentions.

Science Denial

> One recent survey showed that over a third of Americans agree that global warming is
a hoax (Public Policy Polling, 2013), making climate skepticism very much a
mainstream belief.

Finally, more research is needed to determine how it is possible to successfully
intervene on conspiracy theories. Existing research has shown that presenting
counterconspiracy information may sometimes be effective, even among high
conspiracy believers. Jolley and Douglas (2017) showed that presenting
counterconspiracy information before conspiracy information—in other words
“‘inoculating” people against conspiracy theories—can reduce belief. Orosz, Kreko,
Paskuj, Téth-Kiraly, Bothe, and Roland-Lévy (2016) showed that counterarguing and
even ridiculing conspiracy claims could be effective in reducing conspiracy belief.

> Indeed, experiments show that exposure to conspiracy theories decreases people’s

trust in governmental institutions, even if the conspiracy theories are completely
unrelated to those institutions. Conspiracy theories increase disenchantment with, and
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distrust of, politicians, scientists and other knowledgeable sources. So far, therefore,
research suggests that conspiracy theories serve to erode social capital and may, if
anything, frustrate people’s motives to feel good about themselves and their groups.

Consequences of Conspiracy Theories

> Although there is little empirical evidence at present, some research suggests that
there may be positive consequences of endorsing conspiracy theories. For example,
believing in conspiracy theories might lead to a sense of shared community with others
who endorse the same theories, thus satisfying a social need.

> |n a similar vein, conspiracy theories may in certain contexts inspire collective action
and social change attempts, especially in reaction to threatening events. Potentially,
therefore, they have the capacity to satisfy existential needs.

> Scholars have also suggested that conspiracy theories can reveal actual anomalies in
mainstream explanations.

> Conspiracy theories are also associated with institutional distrust. Mari et al. (under
review), using a cross-cultural dataset with almost 12 000 participants in 11
democracies, found that supporting general political conspiracy beliefs determined
mistrust toward specific different institutions (the representative government;
non-representative government bodies and security institutions) and the effect was
generalised, with few exceptions, across the different countries. An experimental

study revealed that exposure to a conspiracy claim reduced trust in the

government and institutions not connected to the accusation. Conspiracy theories thus
contribute to the diffusion of suspicion and the erosion of the necessary trust and
confidence climate between citizens and central authorities, hence endangering the
entire democratic system.

> Together, this research demonstrated that conspiracy theories can have a widespread
negative impact on intergroup relations. In addition to fuelling prejudice and
discrimination, conspiracy theories have been shown to potentially fuel violence towards
others.

> Conspiracy theories can also lead to inaction and disengagement in the scientific
domain. For example, a popular conspiracy theory proposes that climate change
scientists fake their data in order to receive research funding. Polls indicate that
upwards of 37 percent of Americans believe that global warming is a hoax. This is
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potentially troublesome if people were to act on their beliefs and not wish to engage with
climate science.

> |t was found that the conspiracy theory account aroused suspicion concerning the
perceived dangers of vaccinations, and made people feel powerless, disillusioned and
mistrustful, leading to a lower intention to vaccinate the fictional child.

>Together, this provides empirical evidence that conspiracy beliefs can lead to
disengagement with a range of established medical practice, but also with established
narratives and facts.

> Conspiracy theories may also lead people to disengage from social norms, making
them more likely to engage in counter-normative behaviour.

> Together, this research provides evidence that endorsing the idea that others are
involved in conspiracies may alter one’s perceptions of social norms by signaling that
unethical activities are permissible.

Potential Benefits of Conspiracy Theories

> Conspiracy theories may allow individuals to question or challenge dominance
hierarchies and query the actions of powerful groups. One positive consequence of
these challenges could be that governments are encouraged to be more transparent.

> Conspiracy theories can also reveal inconsistencies in government or official versions
of events, may open up issues for discussion that would otherwise be closed, and may
even uncover real conspiracies.

> Conspiracy theories are a part of the mainstream culture and that they voice the
discontent in contemporary politics.

> Conspiracy theories function as cognitive maps for people to comprehend social and
political realities. Others go further arguing that since elites do engage in conspiracy,
conspiracy theories are a crucial instrument for holding authorities accountable.

> Globalization has resulted in the increasing power of informally rather than formally

networked elites, meaning that conspiracist understandings of the world order may
increasingly reflect political realities.
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> Conspiracy theories may have some benefits, so we would caution against a
demonization of conspiracy theories and the people who believe and communicate
them.

Impact Quantification

Japan's young people will lose about 78,000 yen (about $570) a year for every 1% drop
in youth voter turnout, according to an estimate by a Tohoku University professor.
https://mainichi.jp/english/articles/20220705/p2a/00m/0na/020000c

A mathematical model of COVID-19 transmission and vaccination was separately fit to
reported COVID-19 mortality and all-cause excess mortality in 185 countries and
territories. The impact of COVID-19 vaccination programmes was determined by
estimating the additional lives lost if no vaccines had been distributed. We also
estimated the additional deaths that would have been averted had the vaccination
coverage targets of 20% set by COVAX and 40% set by WHO been achieved by the
end of 2021. Based on official reported COVID-19 deaths, we estimated that
vaccinations prevented 14-4 million (95% credible interval [Crl]] 13-7-15-9) deaths from
COVID-19 in 185 countries and territories between Dec 8, 2020, and Dec 8, 2021.
https://www.thelancet.com/journals/laninf/article/P11S1473-3099(22)00320-6/fulltext

We calculate that total voluntary COVID-19 nonvaccination has caused at least $1
billion of harm each day in the United States since vaccines became widely available.
This estimate is based on the costs of hospitalizations and the valuation of lives lost and
long-term morbidity due to COVID-19 calculated using the standard methodology for US
Department of Health and Human Services regulatory impact analysis.5 Our
conservative estimate, which does not take into account lower transmission in the
future,6 reflects relatively low levels of disease transmission during June and July 2021.
Harms from nonvaccination and associated costs of misinformation were much higher
during the Delta surge. Even after the surge in US cases caused by the Delta variant
subsides, this level of harm (estimated at 300 deaths, 1,200 hospitalizations, and
20,000 cases per day or more) will continue for at least several months. While most of
this measured harm is the monetized value of mortality and morbidity, about $60 million
of the $1 billion per day total is monetary or financial harm (costs to the healthcare
system and economic losses from individuals missing work). These estimates and
sources are described in our worksheet.7

With a total nonvaccination harm of $1 billion per day and misinformation and
disinformation causing between 5% and 30% of this harm, misinformation and
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disinformation have caused between $50 and $300 million worth of total harm every day
since May 2021, when the vaccines were freely available to most US
adults—underscoring that the costs during the Delta variant surge were much higher.

https://www.centerforhealthsecurity.org/our-work/publications/covid-19-vaccine-misinfor
mation-and-disinformation-costs-an-estimated-50-to-300-million-each-da

https://www.europarl.europa.eu/RegData/et TUD/2018/626087/IPOL_STU(201
626087 EN.pdf

https://s3.amazonaws.com/media.mediapost.com/uploads/EconomicCostOfFakeNews.

pdf

Example’s
origin

Area of
impact

Summary of evaluation method

Japan

Youth
policies

If the youth turnout falls by 1%, about 31,590 yen
(roughly $230) worth of new government bonds will be
issued per person, leading to a greater future burden on
those people. Even if youth turnout does not decline, the
creation of national debt increases by about 15,890 yen
(approx. $120) per person per year due to rising
spending. Therefore, the total estimated "burden
increase" is pegged at 47,480 yen (some $350) per year.

and territories

185 countries

Public
healthcare

A mathematical model of COVID-19 transmission and
vaccination was separately fit to reported COVID-19
mortality and all-cause excess mortality in 185 countries
and territories. The impact of COVID-19 vaccination
programmes was determined by estimating the additional
lives lost if no vaccines had been distributed. The
additional deaths that would have been averted had the
vaccination coverage targets of 20% set by COVAX and
40% set by WHO been achieved by the end of 2021
were also estimated.

United States

Public
healthcare
Hospitals

The total voluntary COVID-19 nonvaccination has
caused at least $1 billion of harm each day in the United
States since vaccines became widely available. This
estimate is based on the costs of hospitalizations and the
valuation of lives lost and long-term morbidity due to
COVID-19 calculated using the standard methodology for
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US Department of Health and Human Services
regulatory impact analysis.

Other Quantification Studies and Insights

The effect of disinformation about COVID-19 on consumer confidence: Insights
from a survey experiment
Pieter Balcaen, Caroline Buts, Cind Du Bois, Olesya Tkacheva

> By increasing uncertainty and anxiety related to public and personal health,
disinformation unanchors economic expectations from the traditional macroeconomic
indicators that can be targeted by government policies and/or central bank
communication, which subsequently weakens the effectiveness of targeted
interventions.

> disinformation that mimics scientific objectivity has a greater negative impact on
vaccine hesitancy than other frames. (Loomba, de Figueiredo, Piatek, de Graaf, &
Larson, 2021)

> Fetzer et al. (2020) test how U.S. consumers respond to the choice of frame about the
mortality rates by exposure to different frames about mortality rates of the virus: “5 times
lower than for SARS” vs. “20 time higher than for the flu” and find that high mortality
frames increased anxiety about both the aggregate and personal economic situations.
They also show that consumer sentiments are correlated with different mental models
about the vector of contagion. Those consumers who understand the exponential nature
of virus diffusion adjusted their economic expectations downward by a greater amount
than those who assumed a linear trajectory for the spread of the virus. (p. 2)

> The two most relevant experimental studies are by Loomba et al. (2021) conducted
during the early phase of the COVID-19 and by Jolley and Douglas (2014) conducted
well before the outbreak of the pandemic. Both studies seek to test for the causal effect
of disinformation about vaccine effects on the willingness to vaccinate by exposing
respondents to scientific statements in Loomba et al. (2021) and conspiracy theories in
Jolley and Douglas (2014). Loomba et al. (2021) find that misinformation references to
“scientists” had a greater negative impact on the willingness to vaccinate than other
wordings, whereas Jolley and Douglas (2014) show that conspiracy theories had a
negative impact on the intent to vaccinate, compared to the statement that refutes
anti-vaccine conspiracies. Neither of these two studies, however, dis- cusses the
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respective causal mechanisms that could lead to the differences in the effect size of
these two frames.

> The effectiveness of informational manipulation depends on the individual cognitive
ability and willingness to question the credibility of disinformation. Individuals who
accept disinformation as factually correct change their perception of vaccine
effectiveness, become more pessimistic about the future, and subsequently adjust
downward their economic outlook; whereas the economic outlook remains unchanged if
an individual does not find the disinformation credible. (p. 3)

> Consumer expectations depend on prior experiences and the amount of information.
The media dependency theory shows that the effects of economic news are greater
when the audience lacks first-hand experience with the issue which increases individual
dependency on the media as the source of information (Vliegenthart et al., 2019,
Jonkman, Boukes, & Vliegenthart, 2020) which leads to an uneven effect of economic
news on the ‘sociotropic’ and ‘egotropic’ evaluation of the economy (Jonkman et al.,
2020; Scholdra et al., 2022; Svensson, Albaek, van Dalen, & de Vreese, 2017).
Economic news is more likely to influence sociotropic evaluations because individuals
can evaluate the evolution of the personal situation, better than the state of the
economy in the country (Boomgaarden, van Spanje, Vliegenthart, & de Vreese, 2011;
Damstra, 2019). (p. 4)

> exposure to disinformation that questions the vaccine generally reduces the likelihood
to consider the vaccine as sufficiently effective to protect us, with the scientific frame
having a larger effect than the conspiracy frame. Respondents who consider
themselves as being a risk patient, that have a higher trust in scientists,23 that are
male, that have a higher level of education (Bachelor degree or higher) and have a
higher trust in the news are generally more confident that the vaccine will protect them.

(p.7)

> Uncertainty about vaccine effectiveness undermines consumer confidence, whereas
disinformation narratives are not significant. This points to the limited spillover effects of
a particular narrative across issues. Finally, our results show the positive effect of trust
in the government, scientists and the news on the dependent variables ‘trust in the
vaccine’ and ‘consumer confidence’. Maintaining and increasing trust in these agencies
and actors is therefore of great importance and can act as a bulwark against
disinformation. (p. 8)
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> Bastick (2021) recently demonstrated how even short exposures to disinformation
have the potential to significantly modify the unconscious behavior of individuals. (p. 8)

> A final line of effort could focus on the causal mechanisms that make some frames
more persuasive than others and why. This could be caused by the differences in
emotional stimulation between the frames which subsequently impacts the negative and
positive economic outlook. It could be the case that the readers perceive articles with
positive economic forecasts as more emotionally natural than the articles with negative
forecasts. This emotional component could consequently be responsible for asymmetric
effects. (p. 9)

IBERIFIER — Iberian Digital Media Research and Fact-Checking Hub

Analysis of the impact of disinformation on political, economic, social and security
issues, governance models and good practices: the cases of Spain and Portugal.
Report March 2023

> In short, the Justice Department report verified, in 2019, the role of the Internet
Research Agency (IRA) —and other agents, such as Concord Consulting— in 'active
measures' of disseminating false information 'supporting the Trump Campaign and
disparaging candidate Hillary Clinton' through accounts on social networks such as
Facebook, Twitter or Instagram 'as early as 2014' [26]. Facebook acknowledged to the
US Congress that Russian accounts linked to the IRA reached 126 million people with
their false information between 2014 and 2016, one-third of the total population [31]. (p.
16)

> Since the 2016 US election [42], many studies have aimed to measure the impact of
disinformation on society looking at the different forms of impact. Studies have shown
disinformation creates more polarisation in debate, erodes the credibility of institutions
[43] and media and impacts democracy in general [44]. On a more individual level,
disinformation impacts the psychological states of the people exposed, increasing
depression, fatigue and panic [45], and these impacts can even be unconscious [46].

Disinformation can also be deadly, such as when fake news spreads and there are, for
instance, mob lynchings in India [47]. These studies have dealt with the impact of
disinformation at the psychological, individual and societal levels but present issues
about the definition of the impact itself [48]. In its report about possible legislation on
disinformation, the European Commission listed the potential levels of impact and their
respective areas.
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Table 1. Harm caused by disinformation (see table on p. 20 of the report)

> This example shows how complex and challenging it is to quantify the damage and
impact of disinformation and how different degrees of analysis and impact are frequently
mistaken for a stricter definition of societal impact. The main issue lies in the size and
scope of the impact. If the level of impact does not include a social level, It is often not a
societal impact but the first step towards it. (p. 20)

> The other central actors in the fight against the spread of disinformation are the global
content platforms, the new gatekeepers of the content that reaches citizens. These
global actors have played a leading role in the convergence of telecommunications,
data and cultural content, intertwining hardware and software and channelling the social
transformation dubbed the ‘information society' in recent decades. Its economic
dimensions —in 2021 four of the five largest companies in the world by share price were
digital platforms [179]- and its influence on all spheres of human activity have led to talk
of risks to 'digital sovereignty', given that 'as a whole, the EU currently accounts for only
4% of the total market capitalisation of the largest online platforms and that the vast
majority of them originate in the United States and Asia' [180]. (p. 42)

> Even more troubling, the Reuters/Oxford study offers distrust of the media as one of
the reasons for news disengagement. Overall, 29% of those 'disconnected' from the
news do so because they do not trust the media: 'Unlike classic propaganda, the design
is not intended to seduce people to invest in a particular "truth", but rather to render
them in a state of profound and radical doubt about what to believe-a state of epistemic
anarchy' [293]. One might ask whether both information disconnection and distrust in
the media are not already a consequence of exposure to disinformation campaigns,
assuming that the aim of the campaigns is, to a large extent, the loss of confidence in
democracy and its institutions.

"This breakdown of core processes of political representation, along with the declining
authority of institutions and public officials opens national information systems to a mix
of strategic disinformation from both national and foreign actors. Adding chaos to these
disinformation flows are large volumes of independently produced fake news aimed at
getting clicks and shares to support standard business models on social media. When
this "for-profit" fake news takes on partisan aspects, as it often does, it may be picked
up by social media bots and distributed as part of larger disinformation campaigns.' [37]

(p. 74)
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> The fourth vulnerability that we wish to highlight in the case of Spain is its growing
political polarisation, an issue that has been worrying social analysts in recent times and
that has been steadily spreading in research agendas around the world.(p. 75)

> In any case, it does not seem easy to establish a single direction of causality:
disinformation contributes to the polarisation of societies, while polarised societies are
ideal for the generation and propagation of internal or external disinformation
campaigns. The role of social networks in this new environment, favouring for
commercial reasons the dissemination of controversial content to increase engagement
or reinforcing one's own points of view through the logic of echo chambers, has been
repeatedly highlighted, to the point of serious concern of parliaments about the
consequences of the new informational ecosystem and its logics on the future of
democracy.

The tendency of certain actors in the new digital ecosystem to promote confrontation is
seen both as part of their commercial logic —confrontation favours user activity on the
platform— and of automation through secret algorithms of processes involving the
interactions of millions of people, but the social sciences speak today of 'affective
politics' as a way in which propaganda has evolved in the digital environment to capture
affections and emotions: 'today's combination of big data with carefully honed
psychological science for targeting individual desires and vulnerabilities has enabled a
vast new industry of political and propagandistic manipulation' [320]. The effects of
these processes in the 2016 US elections, in the 2016 British Brexit referendum or in
the 2019 Indian elections (the so-called 'first WhatsApp elections') are a permanent
subject of discussion about the role of the new informational ecosystem in the social
debate on crucial issues of the public agenda. (p. 80)

> Quantitative analysis and monitoring of disinformation are essential in the future in
order to fully understand the evolution of disinformation in Spain and Portugal and to
perform in-depth analyses and research. It requires the establishment of methodology
and indicators, as well as the development of suitable technical tools that enable us to
assess disinformation quantitatively. (p. 127)

> We describe the indicators we propose to assess the potential social impact of a false
claim. We will also advance how we could calculate some metrics using automated
means, with a particular focus on natural language processing technologies. (p. 130)

Dissemination (...) - The metrics we propose for the dissemination indicator are: (1) the
times a false claim has been shared or liked on Twitter or Telegram; (2) the number of
followers of the accounts that have shared it; (3) the number of consecutive days in
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which the false claim has been highly shared; and (4) the number of answers a claim
published on social media has received. Classifying the stance of the answers using a
Stance Detection model can be an additional indicator of the engagement a claim
generated.

Transferability — When referring to a false claim, transferability is understood as how the
false information translates into effects in other contexts. We have currently identified
two transferability metrics that could be measured using the current technology: the
pollution of the public debate and the agenda-setting effect of disinformation on
mainstream media.

>>The pollution of the public debate (...) - Once having collected the data, the pollution
of the public debate can be measured by analysing the messages related to an entity at
the moment this entity is being targeted by disinformation. This could be done
automatically by using NLP technologies, such as Named Entity Recognition (NER),
Hate Speech Detection and Toxicity Detection. Given a false claim C, we can identify
the entities (E) appearing in this claim. Then, data from social media mentioning E can
be collected. A Hate Speech/Toxicity Detection model on the collected posts can give us
the proportion of messages that contain hateful content. This can be compared to the
hateful content of a random data collection mentioning E at a different time to observe if
significant differences exist.

>>Shaping the mainstream media's agenda - This indicator can be created by gathering
the news from the mainstream news media and clustering all the documents that
compose a news story to see if the false information correlates with the topic getting
more attention [438].

Profiling the spreaders (...) — Identifying which actors have shared a claim that is known
to be false could be made automatically by using Semantic Textual Similarity (STS) and
Textual Entailment to extract messages that spread the original claim [441]. However, to
apply this metric in an automated way, the program should be provided with lists of
actors already classified into the categories we want to investigate. For this reason, this
metric is more difficult to automate than others.

Sustainability — The sustainability of disinformation is described as the evolution of false
claims. This can be measured from three perspectives: observing how fact-checking a
claim affects its spreading, investigating if false claims are being reused after some
time, and examining if false claims are propagated to different languages and countries.
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>>Sustainability after fact-checking — The work of fact-checkers is to investigate the
facts mentioned in a claim and assess its veracity. Their work has the goal of reducing
the harms and impacts of false claims. However, the publication of the fact-check only
sometimes means that the claim stops being spread. For this reason, studying the
dynamics of the spread of a false claim right after it has been fact-checked and
comparing it to before it was contested can give us some clues on the potential impact
the claim will have on general beliefs. The hypothesis is that if the publication of the
fact-check does not change the spread substantially, the false claim might have a higher
impact [442]. Therefore, we propose to compare the spread of the information before
and after it has been fact-checked, also taking into account when the claim is being
spread as a debunking message [443].

>> Sustainability through time — Recent findings have shown that some false claims
tend to be repeated by different actors multiple times [444], and also reappear after
some time. A claim that had already been defined as false by a fact-checking
organisation reappears after some time and has to be fact-checked again. That can
happen explicitly (eg, a media publishes it again) or implicitly (eg, someone uses false
facts in its argumentation). In both cases, the fact that the claim has survived the
refutation with enough strength to be used again shows the specific absorption of those
facts into the public imagination, which evidences a potential impact of the false claim.
Therefore, we propose detecting if the false claims have already been shared in the
past and are reappearing recursively or used in the argumentation of new debates as a
social impact metric.

Detecting Previously Fact-checked Claims has recently become a prevalent task in NLP
as a tool to help the task of fact-checkers. The challenge here is that these repetitions
are not only a copy-paste. They can also be paraphrases of the original claim and
include minor variations. In this direction, we find the work from Shaar et al. [445] that
focuses on matching new claims with previously fact-checked claims with a
learning-to-rank approach. This task has been approached in Spanish by Martin et al.
[441], who used STS to match claims.

>> Sustainability through geography and language — In the same direction, false claims
have also been found to travel through different countries [429] and appear in different
languages [446]. A tool to track these phenomena can be developed as in
previously-fact-checked claims detection but using multilingual language models [447].
In this way, we could detect if false information travels through countries or gets
published in different languages.
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Connection to SDGs (...) — We could provide automated monitoring of this metric using
automated Text Classification, which is the task of assigning a given set of labels to a
text. In this case, we could classify false claims by their connection to the SDGs.
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How Conspiracy Theories Spread

> These can be face-to-face (in which case participants can engage a wide range of
signals like language, gesture, facial expressions), or mediated (e.g. online chat
forums), where text is the main channel of communication (but images can also be
transmitted).

> Recent work in discourse analysis describes the argumentation strategies of
conspiracy theory defenders. They often use source-related fallacies (ad populum, ad
verecundiam, ad hominem), hasty generalisations, arguments from analogy and from
ignorance, inductive and abductive arguments and shifts in the burden of proof.

These arguments appear in refutational strategies directed against the official version
rather than in defense of the conspiracy theory.

> A key feature of the transmission process is the reciprocal relation between belief and
transmission. On the one hand, belief affects transmission. Rumours believed to be true
are more likely to be transmitted.

> Conversely, conspiracy theories (or other forms of belief) can get strategically
transmitted by individuals who do not necessarily believe them. For example, rumours
can be transmitted for many reasons: because they are new, because they convey
information, because they may convince the listener to rally to the ideas of the narrator,
because they are credible, because they soothe certain tensions, because they allow
the teller to be the centre of attention or because they are engaging, and therefore not
necessarily because they are believed.

*

Countering Conspiracy Theories and Misinformation
(Péter Kreko)

> The features of conspiracy theories that require urgent interventions share three
characteristics: harmfulness, low plausibility and high popularity.

> 1. Plausibility. While conspiracies sometimes occur, most conspiracy theories are not
the most plausible explanations of events. Not every conspiracy theory is necessarily
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false, but most of them contain logical pitfalls and weaknesses. While our capacity is
limited when trying to separate the true conspiracy theories from the ones that

are not true, several conspiracy theories fail to pass the most basic logical tests. There
are logical tools to examine the veracity of conspiracy theories on an a priori basis or
based on the available information. Probably the most important logical fallacy behind
conspiracy theories is that they assume that a massive conspiracy can take place and
remain a secret at the same time. An estimation of how many people would need to
have been involved in the plot to make some conspiracies happen show extremely high
figures: U.S. moon landings were a hoax (411 000 people); climate change is a fraud
(405 000 people); unsafe vaccinations are being covered Radicalisation is an influential
and yet contested (22 000); the cure for cancer is being suppressed by the world’s
leading pharmaceutical firms (714 000 people).

2. Impact. Some conspiracy theories are harmless in themselves. For example, if one
believes in lizard people, U.F.O.s, flat earth, the moon landing theory is fake — these
beliefs (if not systemically connected to other conspiracy beliefs — which is often the
case) are not necessarily causing any harm or manifesting in some problematic
behaviour. At the same time, we can say that believing in these theories can
dramatically erode trust in public institutions (lizard men, moon landing hoax) or spread
distrust in scientists (flat earth), which can be an important reason to counter argue and
debunk them (but not to prohibit them). However, many well-known and relevant
conspiracy theories are directly harmful.

> |t is easier to spread conspiracy theories than to refute them. Conspiracy theories
have a strong functional basis: They can serve epistemic, existential, social motives at
the same time.

> 1. The resistance of conspiracy theories to factual information. Conspiracy theories
are often non-falsifiable, as they are referring to invisible, secret, dark dealings behind
the curtain. Therefore, the lack of visibility of the conspiracy in a lot of cases is used as
an argument for its success and its existence. Furthermore, refuting attempts are often
incorporated in a ‘metaconspiracy theory’: The belief that people and institutions who try
to debunk conspiracy theories may, themselves, be part of the conspiracy.
Disconfirming evidence (e.g. scientific findings) can therefore be regarded as products
of a conspiracy. Given that traditional knowledge-producing institutions are perceived as
part of the ‘establishment’, their arguments are particularly easy targets in the eyes of
conspiracy theorists. But this principle is not universal: the resistance of factual
information is mainly an obstacle for changing the minds of the ones who already have
very strong conspiracy beliefs: the ‘true believers’.
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2. Lingering effect of misinformation: ‘mud sticks’. Even after careful and repeated
counter-argumentation, the original information still leaves traces on people’s attitudes,
as the cognitive representation does not disappear from memory. There is no such thing
as perfectly refuted misinformation. This is a strong argument for interventions that aim
to prevent exposure to a conspiracy theory.

3. The sleeper effect. As was found in early persuasion research and then confirmed by
more recent meta analytic overviews, if the information comes through with some
discounting cue (e.g. the messenger is a highly unreliable source), it will still have an
impact on the attitudes of the recipient. Furthermore, as time passes, the discounting
cue, that is the ‘tag’ of lack of credibility, can gradually disappear from the original
information. Therefore, the information prevails without the warning sign of on-credibility.
It can be especially important in the case of fake news and conspiracy theories that
mainly originate from highly unreliable sources. Even if the person is aware of the
tainted nature of the source, the fake information can prevail in memory while the
information of the source fades away. The cure for this problem could be to focus more
on the content of the conspiracy theory than the source during the interventions, or to
repeat the disconfirming information.

4. Familiarity Backfire Effect. In order to debunk a belief, one has to repeatedly mention
it. However, this can have an unintended effect: The debunking effort itself can
strengthen the belief by increasing its familiarity. Or, in the case that the belief was
unknown, the debunking can spread the belief. In the case of conspiracy theories, this
question can be particularly relevant given that some conspiracy theories are rather
unknown. To avoid the trap of unintentionally spreading conspiracy theories, we should
therefore very carefully evaluate each conspiracy theory to determine if it deserves
refutation or not. If a theory is not widespread (see popularity as a precondition above),
or because of its weak presence in the public is therefore probably not highly
accessible, debunking can do more harm than good.

5. Reactance. Individuals tend to reject persuasion efforts if they feel that the
messenger wants to limit their personal freedom of opinion or limit their behavioural
alternatives. The result can be an even stronger embrace of this particular belief to
prove that the individual makes sovereign decisions. This danger is also particularly
apparent when it comes to conspiracy theories, as it is difficult not to formulate the
debunking message as ‘lecturing’ that comes from the position of a kind of intellectual
authority. Too intense, propagandistic counter messaging can lead to stronger
reactance.
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6. Identity and motivated reasoning. It is difficult to refute group-based beliefs on the
level of the individual. This is what Cook and Lewandowsky (2011) call the Worldview
Backfire Effect. While most of the debunking and counter messaging efforts focus on
refuting conspiracy theories as a form of ‘crippled epistemology’ and assume that
providing adequate information is the cure, this ‘information deficit model’ is often totally
insufficient, as conspiracy theories can be deeply rooted in group identities and a wider
set of beliefs. Given that conspiracy theories are forms of ‘motivated collective
cognition’, they can serve important advantages for the ingroup, such as raising
collective self-esteem, putting the blame on external actors and strengthening ingroup
identity via self-victimisation. Also, more intense communication of a position can lead
to a boomerang-effect via further polarising opinions about an issue, and just
strengthening the beliefs of conspiracy theorists — as it was found in the case of climate
change.

7. True believers and vulnerable groups. Connected to the previous point, the
conspiracy beliefs of ‘true believers’ (the ones for whom conspiracy beliefs constitute a
strong, central part of their belief system) are more difficult to change. Generally, more
central, extreme and polarised attitudes are resistant to change. Also, conspiracy
theories are frequently strongly connected to extreme political positions that are strong
and stable. Furthermore, some social groups are traditionally more receptive to
conspiracy theories than others, notably low status groups, minority groups and groups
with lower levels of education (for a summary, see Chapter 2.6). These groups can be
logical targets of interventions, especially immunisation — but the problem is, they are
more difficult to reach via institutions. The problem of ‘true believers’ and vulnerable
groups can be especially acute when dealing with demand-side solutions (see below).

> This matrix gives us four possible options: (1) the intervention takes place before the
spread of the message, and targets the supply side (pre-emptive strike); (2) it takes
place before the dissemination, but targets the recipient (immunisation) (3); it takes
place after the message was spread and targets the source, (striking back); or (4) it
takes place after the dissemination but targets the recipient (healing).
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